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In order to exercise your 
rights, you must know and 

understand them



"Privacy protects us from 
abuses by those in power, 
even if we're doing nothing 
wrong at the time of
surveillance."

Bruce Schneier



Most of our 

smartphones are able to 

recognize our faces and 
our fingerprints 

Our smartwatches and 

smartphones gather 
information continuously



The new Samsung S23 Ultra as an 

example: its lenses have a maximum 
magnification power of x100



We leave behind us a trace of data 

that is nearly impossible to recover or 

even delete once it sets adrift on the 

internet: our DIGITAL FOOTPRINT.



“If something is free then you are the product”

Cookies: a fundamental 

instrument for web browsers to 

enhance the user experience.

Tracking cookies, 

also known as third-

party cookies, 

gather our activity 

and web habits 

adding them to our 

personal footprint





The GDPR is one of the 
strictest and most 
complete laws regarding 
data privacy and security 
of European Citizens. It’s 
a document of hundreds 
of pages in itself so it is 
large, far-reaching and 
fairly light on specifics; it 
establishes sanctions 
and penalties that can 
reach into the tens of 
millions of euros.



Privacy enables us to create boundaries and 

protect ourselves from unwarranted interference in 

our lives, allowing us to negotiate who we are and 

how we want to interact with the world around us.



Violation of privacy
The Chinese government has created a "Police 
Cloud" system that tracks and predicts the activities 
of activists, dissidents, and ethnic minorities, 
including those with "extreme thoughts".

China is using facial recognition technology to track 
ethnic minorities, even in Beijing. Xinjiang authorities 
have increased mass surveillance measures across 
the region, augmenting existing tactics with the latest 
technologies



Edward 
Snowden

"Saying you don't care about privacy because you've got nothing to hide is like 
saying you don't care about freedom of speech because you have nothing to hide"





In 2012, it was revealed that the FBI had 
monitored the Occupy Wall Street movement in 
the United States, using counterterrorism agents 
and other resources.

The FBI treated the Occupy movement as a 
potential criminal and terrorist threat, and FBI 
offices and agents around the country were 
involved in monitoring the group, despite the 
protests being pacific.



LEAs also make extensive use of social 

media to track down/identify people who

take part in protests or even just 

suspected protesters. They gather

thousands of videos and pictures available

online and then scan them using facial

recognition technology. To accomplish this, 

they sometimes use tools like Clearview

AI, a tool that has been part of a 

controversy recently for downloading 

without permission tens of billions of 

pictures from social media in order to 

catalog them based on biometric data and 

make it readily available to LEAs.





If you had the chance, 

would you ever break someone’s privacy to gather information on them?

DO YOU VALUE YOUR PRIVACY ENOUGH?

Are you fine with your data being sold 
to anyone?

Can mass surveillance be justified 
in some cases?



THANK YOU 
FOR YOUR 
ATTENTION

Cocino Gabriele
Eirale Emanuele
Marengo Giulia


